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1. [bookmark: _GoBack]Purpose
<Organization Name> <Insert Organization Mission Here>.  This policy establishes the Enterprise System and Communications Protection Policy, for managing risks from vulnerable system configurations, denial of service, data communication and transfer through the establishment of an effective System and Communications Protection program.  The system and communications protection program helps <Organization Name> implement security best practices with regard to system configuration, data communication and transfer.
2. Scope
The scope of this policy is applicable to all Information Technology (IT) resources owned or operated by <Organization Name>.  Any information, not specifically identified as the property of other parties, that is transmitted or stored on <Organization Name> IT resources (including e-mail, messages and files) is the property of <Organization Name>. All users (<Organization Name> employees, contractors, vendors or others) of IT resources are responsible for adhering to this policy.
3. Intent
The <Organization Name> Information Security policy serves to be consistent with best practices associated with organizational Information Security management.  It is the intention of this policy to establish a system and communications protection capability throughout <Organization Name> and its business units to help the organization implement security best practices with regard to system configuration, data communication and transfer.
4. Policy
<Organization Name> has chosen to adopt the System and Communications Protection principles established in NIST SP 800-53 “System and Communications Protection,” Control Family guidelines, as the official policy for this domain.  The following subsections outline the System and Communications Protection standards that constitute <Organization Name> policy.  Each <Organization Name> Business System is then bound to this policy, and must develop or adhere to a program plan which demonstrates compliance with the policy related the standards documented.  
· SC-1 System and Communications Protection Procedures:  All <Organization Name> Business Systems must develop, adopt or adhere to a formal, documented system and Communications Protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
· SC-2 Application Partitioning:  All <Organization Name> Business Systems must separate user functionality, including user interface services, from information asset management functionality.  
· SC-3 Security Function Isolation:  All <Organization Name> Business Systems must isolate security functions from non-security functions.  
· SC-4 Information in Shared Resources:  All <Organization Name> Business Systems must prevent unauthorized and unintended information transfer via shared system resources.  
· SC-5 Denial of Service Protection:  All <Organization Name> Business Systems must protect against or limit the effects of denial of service attacks.
· SC-6 Boundary Protection:  All <Organization Name> Business Systems must monitor and control communications at the external boundary of the system and at key internal boundaries within the system.  In addition, <Organization Name> Business Systems must connect to external networks or information assets only through managed interfaces consisting of boundary protection devices arranged in accordance with an organizational security architecture.  
· SC-7 Transmission Integrity:  All <Organization Name> Business Systems must protect the integrity of transmitted information from information assets.  
· SC-8 Transmission Confidentiality:  All <Organization Name> Business Systems must protect the confidentiality of transmitted information from information assets.  
· SC-9 Network Disconnect:  All <Organization Name> Business Systems must terminate the network connection associated with a communications session at the end of the session or after 15 minutes of inactivity.  
· SC-10 Cryptographic Key Establishment and Management:  All <Organization Name> Business Systems must establish and manage cryptographic keys for required cryptography employed within the information asset.
· SC-11 Use of Cryptography:  All <Organization Name> Business Systems must implement required cryptographic protections using cryptographic modules that comply with applicable federal laws, directives, policies, regulations, standards, and guidance.
· SC-12 Public Access Protections:  All <Organization Name> Business Systems must protect the integrity and availability of publically available information and applications.  
· SC-13 Collaborative Computing Devices:  All <Organization Name> Business Systems must prohibit remote activation of collaborative computing devices.
· SC-14 Public Key Infrastructure Certificates:  All <Organization Name> Business Systems must issue public key certificates under an appropriate certificate policy or obtain public key certificates under an appropriate certificate policy from an approved service provider.  
· SC-15 Mobile Code:  All <Organization Name> Business Systems must:
· Define acceptable and unacceptable mobile code and mobile code technologies.
· Establish usage restrictions and implementation guidance for acceptable mobile code and mobile code technologies.
· Authorize, monitor, and control the use of mobile code within the information asset.  
· SC-16 Voice over Internet Protocol:  All <Organization Name> Business systems must establish usage restrictions and implementation guidance for Voice over Internet Protocol (VoIP) technologies based on the potential to cause damage to the information asset if used maliciously.  In addition, <Organization Name> Business Systems authorize, monitor, and control the use of VoIP within company information assets.  
· SC-17 Secure Name / Address Resolution Service (Authoritative Source):  All <Organization Name> Business Systems must ensure that company information assets provide additional data origin and integrity artifacts, along with the authoritative data the system returns, in response to name/address resolution queries.
· SC-18 Secure Name / Address Resolution Service (Recursive or Caching Resolver):  All <Organization Name> Business Systems must perform data origin authentication and data integrity verification on the name/address resolution responses that company information assets receive from authoritative sources when requested by client systems.  
· SC-19 Architecture and Provisioning for Name / Address Resolution Service:  All <Organization Name> Business Systems must collectively provide name/address resolution service for an organization are fault-tolerant and implement internal/external role separation.  
· SC-20 Session Authenticity:  All <Organization Name> Business Systems must provide mechanisms to protect the authenticity of communications sessions for company information assets. 
· SC-21 Fail In Known State:  All <Organization Name> Business Systems must fail to an organization-defined known-state.  
· SC-22 Protection of Information at Rest:  All <Organization Name> Business Systems must protect the confidentiality and integrity of information at rest.  
· SC-23 Information System Partitioning:  All <Organization Name> Business Systems must partition company information systems into components residing in separate physical domains or environments as deemed necessary.  


Appendix A – References
The following references illustrate public laws which have been issued on the subject of information security and should be used to demonstrate <Organization Name> responsibilities associated with protection of its information assets.

a. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-53 Recommended Security Controls for Federal Information Systems Revision 3, Technical Controls, System and Communications Protection Control Family, August 2009.
b. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-100 “Information Security Handbook: A Guide for Manager” October 2006.
c. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-41“Guidelines on Firewalls and Firewall Policy” September 2009.
d. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-77 “Guide to IPsec VPNs” December 2005.
e. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-52 “Guidelines for the Selection and Use of Transport Layer Security (TLS) Implementations” June 2005.
f. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-81 “Secure Domain Name System (DNS) Deployment Guide” August 2009.
g. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-113 “Guide to SSL VPNs” July 2008.
h. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-56A “Recommendations for Pair-Wise Key Establishment Schemes Using Discrete Logarithm Cryptography” March 2007.
i. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-56B “Recommendations for Pair-Wise Key Establishment Schemes Using Integer Factorization Cryptography” August 2009.
j. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-57 “Recommendation for Key Management” March 2007.
k. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-63 “Electronic Authentication Guideline” April 2006.
l. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-28 “Guidelines on Active Content and Mobile Code” March 2008.
m. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-58 “Security Considerations for Voice Over IP Systems” January 2005.
n. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-95 “Guide to Secure Web Services” August 2007.
o. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-111 “Guide to Storage Encryption Technologies for End User Devices” November 2007.
