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1. Purpose
<Organization Name> <Insert Organization Mission Here>.  This policy establishes the Enterprise Risk Management Policy, for managing risk associated with information assets, information leakage, and network vulnerabilities.  The Risk Management Policy and associated plans, augment <Organization Name> mission, by proactively identifying threats and vulnerabilities, which can result in consequences (impact).
2. Scope
The scope of this policy is applicable to all Information Technology (IT) resources owned or operated by <Organization Name>.  Any information, not specifically identified as the property of other parties, that is transmitted or stored on <Organization Name> IT resources (including e-mail, messages and files) is the property of <Organization Name>. All users (<Organization Name> employees, contractors, vendors or others) of IT resources are responsible for adhering to this policy.
3. Intent
The <Organization Name> Information Security policy serves to be consistent with best practices associated with organizational Information Security management.  It is the intention of this policy to establish an Information Security Risk Management capability throughout <Organization Name> and its business units for identifying, assessing, and managing cyber security risk which may occur across the enterprise environment.
4. Policy
<Organization Name> has chosen to adopt the Risk Management principles established in NIST SP 800-37 “Guide for Applying the Risk Management Framework to Federal Information Systems,” as the official policy for this domain.  The following subsections outline the Risk Management standards that constitute <Organization Name> policy.  Each <Organization Name> Business System is then bound to this policy, and must develop or adhere to a program plan which demonstrates compliance with the policy related the standards documented.  
· RA-1 Risk Assessment Procedures:  All <Organization Name> Business Systems must develop, adopt or adhere to a formal, documented risk assessment procedure that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
· RA-2 Security Categorization:  All <Organization Name> Business Systems must categorize information and the information asset in accordance with applicable directives, policies, regulations, standards, and guidance.  This includes documenting the security categorization results (including supporting rationale) for the system and to ensure the security categorization decision is reviewed and approved by the authorizing official or authorizing official designated representative.
· RA-3 Risk Assessment:  All <Organization Name> Business Systems must conduct an assessment of risk, including the likelihood and magnitude of harm, from the unauthorized access, use, disclosure, disruption, modification, or destruction of the information asset and the information it processes, stores, or transmits.  This includes: 
· Documenting the risk assessment results in a Risk Assessment report
· Updating the risk assessment every three years or whenever there are significant changes to the information asset or environment of operation (including the identification of new threats and vulnerabilities), or other conditions that may impact the security state of the system.  
· RA-4 Vulnerability Scanning:  All <Organization Name> Business Systems are required to conduct network vulnerability scans of their assets including; applications, databases, network or system operating platform, at least quarterly.


Appendix a – References
The following references illustrate public laws which have been issued on the subject of information security and should be used to demonstrate <Organization Name> responsibilities associated with protection of its information assets.

a. [bookmark: _GoBack]United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-53 Recommended Security Controls for Federal Information Systems Revision 3, Management Controls, Physical and Environmental Protection Control Family, August 2009.
b. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-39 “Managing Risk from Information Systems:  An Organizational Perspective” April 2008.
c. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-115 “Technical Guide to Information Security Testing and Assessment” September 2008.
d. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-60 “Guide for Mapping Types of Information and Information Systems to Security Categories” Revision 1 August 2008.
e. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-40 “Creating a Patch and Vulnerability Management Program” Revision 2 November 2005.
