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1. Purpose
<Organization Name> <Insert Organization Mission Here>.  This policy establishes the high-level Organizational Information Security Policy for ensuring the protection of <Organization Name> information and information systems used to support the overarching mission.
2. Scope
The scope of this policy is applicable to all Information Technology (IT) resources owned or operated by <Organization Name>.  Any information, not specifically identified as the property of other parties, that is transmitted or stored on <Organization Name> IT resources (including e-mail, messages and files) is the property of <Organization Name>. All users (<Organization Name> employees, contractors, vendors or others) of IT resources are responsible for adhering to this policy.
3. Intent
It is the intention of this policy to establish the <Organization Name> Office of Information Security with the authority to issue Information Security guidance in the form of an Information Security Plan to all <Organization Name> organizational assets.  The policy defines the high level objectives of the <Organization Name> Office of Information Security, while the Information Security Plan identifies the methods that will be used to demonstrate a successful implementation of this policy.
4. Policy
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]The Information Security policy of <Organization Name> serves to be consistent with industry best-practices as articulated by the National Institute of Standards and Technology (NIST).  The official Information Security Policy of <Organization Name> is that "It shall be the responsibility of the Office of Information Security (OIC) to provide adequate protection, confidentiality, continued availability and integrity of all <Organization Name> information, software, networks, systems and business assets which rely on Information Technology, to all authorized members of staff, <Organization Name> Citizens, the <Organization Name> organization and any stakeholders with a vested interest in <Organization Name> mission.  OIC demonstrates adherence to this policy through its Information Security Plan.


Appendix A – References
[bookmark: _GoBack]The following references illustrate public laws which have been issued on the subject of information security and should be used to demonstrate <Organization Name> responsibilities associated with protection of its information assets.

a. P.L. 107-347, Title III, Federal Information Security Management Act of 2002 (FISMA, enacted December 2002), which defines a comprehensive framework for ensuring the effectiveness of information security controls over information resources that support Federal operations and assets. 
b. P.L. 93-579, Privacy Act of 1974, as amended [Title 5 United States Code (U.S.C.) Section 552a], which prohibits disclosure of information in personal records by any means of communication to any person, or to another Agency except pursuant to a written request by or with the prior written consent of the individual to whom the records pertain. 
c. P.L. 96-349, Trade Secrets Act (18 U.S.C., section 1905), as amended, which defines the unlawful disclosure of confidential information and the penalties thereof. 
d. P.L. 99-474, Computer Fraud and Abuse Act of 1992- (18 U.S.C. section 1030), which defines the specific actions considered to be computer fraud or abuse. 
e. P.L. 99-508, Electronic Communications Privacy Act of 1986, which amends 18 U.S.C. Chapter 119 with respect to intercepting certain communications and other forms of surveillance and for other purposes and prohibits unauthorized access to electronic communications systems to obtain or alter information and prohibits the installation or use of a pen register or tracking device without a court order. 
