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1. Purpose
[bookmark: _GoBack]<Organization Name> <Insert Organization Mission Here>.  This policy establishes the Enterprise Physical and Environmental Protection Policy, for mitigating the risks from physical security and environmental threats through the establishment of an effective physical security and environmental controls program.  The physical security and environmental controls program helps <Organization Name> protect its Information Technology Assets from Physical and Environmental threats.
2. Scope
The scope of this policy is applicable to all Information Technology (IT) resources owned or operated by <Organization Name>.  Any information, not specifically identified as the property of other parties, that is transmitted or stored on <Organization Name> IT resources (including e-mail, messages and files) is the property of <Organization Name>. All users (<Organization Name> employees, contractors, vendors or others) of IT resources are responsible for adhering to this policy.
3. Intent
The <Organization Name> Information Security policy serves to be consistent with best practices associated with organizational Information Security management.  It is the intention of this policy to establish standard minimum standards for the physical and environmental protection of Information System assets. 
4. Policy
<Organization Name> has chosen to adopt the Physical and Environmental Protection principles established in NIST SP 800-53 “Physical and Environmental Protection,” Control Family guidelines, as the official policy for this domain.  The following subsections outline the incident management standards that constitute <Organization Name> policy.  Each <Organization Name> Business System is then bound to this policy, and must develop or adhere to a program plan which demonstrates compliance with the policy related the standards documented.  
· PE-1 Physical and Environmental Protection Procedures:  All <Organization Name> Business Systems must develop, adopt or adhere to a formal, documented physical and environmental protection procedure that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
· PE-2 Physical Access Authorizations:  All <Organization Name> Business Systems must develop and maintain a list of personnel with authorized access to the facility where the information assets reside (except for those areas within the facility officially designated as publicly accessible).  In addition, documentation must be retained to capture the authorization and provisioning of physical access to all <Organization Name> Business System facilities.  Also, a periodic physical access review and approval process must be implemented to validate the appropriateness of physical access at these locations.
· PE-3 Physical Access Control:  All <Organization Name> Business Systems must enforce physical access authorizations for all physical access points (including designated entry/exit points) to the facility where the information asset resides (excluding those areas within the facility officially designated as publicly accessible).  This includes:  
· Validate individual access authorizations before granting access to the facility.
· Control entry to the facility containing the information asset using physical access devices and/or guards.
· Control access to areas officially designated as publicly accessible in accordance with the organization’s assessment of risk.
· Secure keys, combinations, and other physical access devices.
· Inventory physical access devices on an annual basis.  
· Change combinations and keys at least annually, when keys are lost, combinations are compromised, or individuals are transferred or terminated.
· PE-4 Access Control for Transmission Medium:  Not in Scope.
· PE-5 Access Control for Display Medium:  All <Organization Name> Business Systems must restrict and control physical access to information asset output devices to prevent unauthorized individuals from obtaining the output.  
· PE-6 Monitoring Physical Access:  All <Organization Name> Business Systems must monitor physical access to the information asset to detect and respond to physical security incidents.  This includes review of physical access logs every 30 days and coordinates the results of the reviews with the organization’s incident response capability.
· PE-7 Visitor Control:  All <Organization Name> Business Systems must restrict and control physical access to the information asset by authenticating visitors before authorizing access to the facility where the information asset resides other than areas designated as publicly accessible.
· PE-8 Access Records:  All <Organization Name> Business Systems must maintain visitor access records to the facility where the information asset resides (except for those areas within the facility officially designated as publicly accessible).  In addition, a review of visitor access records should occur at least every 30 days.  
· PE-9 Power Equipment and Power Cabling:  All <Organization Name> Business Systems must protect power equipment and power cabling for the information asset from damage and destruction.  
· PE-10 Emergency Shutoff:  All <Organization Name> Business Systems must be able to shut off power to the information asset or individual asset components in emergency situations.  In addition, emergency shutoff switches or devices must be placed in clear and accessible areas to facilitate safe and easy access for personnel.  
· PE-11 Emergency Power:  All <Organization Name> Business Systems must provide a short-term uninterruptible power supply to facilitate an orderly shutdown of the information asset in the event of a primary power source loss
· PE-12 Emergency Lighting:  All <Organization Name> Business Systems must employ and maintain automatic emergency lighting for the information asset that activates in the event of a power outage or disruption and that covers emergency exits and evacuation routes within the facility.
· PE-13 Fire Protection:  All <Organization Name> Business Systems must employ and maintain fire suppression and detection devices/systems for the information asset that are supported by an independent energy source.
· PE-14 Temperature and Humidity Controls:  All <Organization Name> Business Systems must maintain temperature and humidity levels within the facility where the information asset resides at operational levels.  In addition, temperature and humidity monitoring must be on-going.
· PE-15 Water Damage Protection:  All <Organization Name> Business Systems must protect the information asset from damage resulting from water leakage by providing master shutoff valves that are accessible, working properly, and known to key personnel.
· PE-16 Delivery and Removal:  All <Organization Name> Business Systems must authorize, monitor, and control shipments and equipment removals from the facility and maintain records of those items.
· PE-17 Alternate Work Site:  All <Organization Name> Business Systems must employ IT controls, such as logical and physical access controls, at alternate work sites as applicable.  
· PE-18 Location of Information Asset Components:  All <Organization Name> Business Systems must position information asset components within the facility to minimize potential damage from physical and environmental hazards and to minimize the opportunity for unauthorized access.


Appendix A - References
The following references illustrate public laws which have been issued on the subject of information security and should be used to demonstrate <Organization Name> responsibilities associated with protection of its information assets.

a. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-53 Recommended Security Controls for Federal Information Systems Revision 3, Operational Controls, Physical and Environmental Protection Control Family, August 2009.
b. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-73 “Interfaces for Personal Identity Verification” Revision 3 February 2010.
c. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-76 “Biometric Data Specification of Personal Identity Verification” Revision 1 January 2007.
d. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-78 “Cryptographic Algorithms and Key Sizes for Personal Identification Verification (PIV)” Revision 2 February 2010.
e. United States Department of Commerce National Institute for Standards and Technology (NIST) Special Publication 800-46 “Guide to Enterprise Telework and Remote Access Security” Revision 1 January 2009.
